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. KDO Risk Management Framework

Purpose of the RM Framework:

The purpose of this Risk Management EFramework is to establish a systematic approachto identifying,
assessing, managing, and monitoring risks across KDO's operations, ensuring that the organization can
effectively address potential threats to its mission, objectives, and stakeholders.

1. Risk Management Process
The risk management process at KDO consists of the following key steps:

Step 1: Risk Identification

* Objective: To identity all potential risks that may affect KDO's activities, including projects, operations,
finances, human resources, and reputation

« Methodology:

ssions: Conduct regular workshops with team members 10

= Workshops and Brainstorming Se
¢, legal, etc.).

identify risks from different perspectives {financial, operational, strategl
~ Risk Checklists: Use predefined risk checklists to identity typical risks that may affect si
organizations and projects.
External Factors: Regularly monitor the external environment for risks such as regulatory
changes, political instability, or market shifts.
Historical Data: Review pastincidents, audits, and reports to identify recurring risks.
beneficiaries, staff, and

milar
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Stakeholder Feedback: Collect feedback from stakeholders, including
donors, to identify risks from their perspectives.

Step 2: Risk Assessment
Objective: To evaluate and prioritize the identified risks based on their likelihood and impact.

« Methodology:
. » Risk Likelihood: Estimate the probability of each
Medium, or High.
. Risk Impact: Assess the potential impact of the risk on the organization’s objectives,
reputation, finances, and operations, rated as Low, Medium, or High.

identified risk occurring, rated as Low,

Risk Matrix: Use a risk matrix to categorize and prioritize risks into:

o
» High Risk: Likely to ocour and have significant consequences.
« Medium Risk: Moderate likelihood and moderate impact.
« Low Risk: Unlikely to occur and minimal impact.

Step 3: Risk Response (Mitigation)
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« Methodology:
Avoidance: Alter project plans or operations to eliminate the risk altogether.

Mitigation: Implement controls and procedures to reduce the likelihood of impact of the risk.

Acceptance: For low-priority or low-impact risks, acknowledge the risk and accept the
consequences without further action.
o Transfer: Shift the risk to a third party (e.g., through insurance, contracts, or outsou rcing).

Step 4: Risk Monitoring and Review
Objective: To track the identified risks and the effectiveness of mitigation actions.

e Methodology:
o Ongoing Monitoring: Regularly monitor the status of risks, especially high-priority risks, to

ensure that the mitigation actions are effective.

Quarterly Risk Review: The Risk Management Team will review and update the Risk Register

quarterly, and track the implementation of risk mitigation strategies.

Key Performance Indicators (KPls): Develop and track KPIs for each risk mitigation action to

()
measure effectiveness.
Step 5: Communication and Reporting
Objective: To ensure that risk management activities and decisions are communicated clearly to all

relevant stakeholders.

¢ Methodology:
internal Reporting: Risk-related information will be regularly reported to the Board of

o]
Directors, Executive Team, and relevant department heads.

External Reporting: If required by donors, partners, or regulatory bodies, risk management
reports will be shared with external stakeholders.
Risk Awareness: Conduct training and workshops to raise awareness about the importance of

risk management among KDO staff,

' 2. Risk Register
The Risk Register is a living document that records all identified risks, their likelihood, impact, mitigation
measures, and status. The Risk Register includes the following columns:

Likelihood Impact Priority Mitigation Responsible Status Review

Risk Risk
ID Description Action Date
001 Political High High High Monitor Program Ongoing Quarterly
instability in political Manager
target area situation,
adapt
project
scope
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Quarterly

Ongoing

b Yl
002 Databreach Madium High High Enhance I1 IT Manager
duwe to syatem security
vulnerabilitiea mensuras,
stalf training
003  Delayin Maedium Medium Medium Divarsity Exacutive Ongoing Biannual
donor funding donor base, Director
aestablish
contingency
fund
004  Health crisis Low High Medium Strengthen Project Ongoing Quarterly
among community  Manager
project health
beneficlaries support
agystems

. 3. Risk Management Roles and Responsibilities
Board of Directors (BoD): Oversight and strategic direction for the organization’s risk management

.

efforts. Review the Risk Register and approve major risk management strategies.
» Executive Director: Overall responsibllity for risk management within KDO, ensuring the
implementation of the risk managemant framework, and communication with the Board.

+ Risk Management Team: A cross-functional team composed of senior management members from
various departments (e.4., Finance, HR, IT, Program Management) responsible for identifying,

assessing, and addressing risks.
Department Heads/Project Managers: Responsible for identifying and managing risks within their

.
specific areas of operations, implementing mitigation actions, and reporting risk status.

4. Risk Appetite and Tolerance
KDO recognizes that some risks are inherent in development work, and as such, the organization has

established risk appetite and tolerance levels:
Risk Appetite: KDO is willing to accept low to medium risks that are inherent to its mission,

P
particularly in the development sector, as long as those risks are properly mitigated.,
Risk Tolerance: KDO has a zero tolerance for risks that could threaten the safety of its beneficiaries,

-
breach legal or athical standards, or cause reputational damage.

5. Risk Categories
The risks KDO faces fall under the following broad categories:
Operational Risks: Risks related to day-to-day operations, including staffing, logistics, and program

Ll
implementation.
Financial Risks: Risks related to budget management, funding shortfalls, and financial controls.
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and

complisnce Risks: Risks releted 10 non-complisnce with local Laws, donor 1ogulations,

imernational standards.
stakaholders

Reputational Risks: Risks that can demage the organization's reputation srmong
including benaficiaries, donors, and partnere,
, st al
Environm | Risks: Risks related to natural disasters, climate change, and othal anvironments
factors.
b8 OF
Security Risks: Risks related to the safety of staff and beneficlaries, particularly in contliet zohes &

unstable regions.,

6. Continuous Improvement
KDO is committed to continuous improvement in its risk management practices. The risk managemen o
framework and processes will be reviewed annualily, and adjustments will be made to adapt 10 ovolving ris
and changing organizational needs.

roactive approach 1o idantitying,

The KDO Risk Management Framework provides a structured and p i S
managing, and monitoring risks across the organization. By followIng this framework, KDO nn:.u: :0 > s
. effectively navigate potential challenges, safeguard its opérations, and continue delivaring value ‘

stakeholders.

assassing,
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